CLEARSWIFT Web Appliance

CLEARSWIFT WEB APPLIANCE IS A FULL HTTP/S CACHING PROXY DESIGNED TO PROVIDE SECURE
WEB ACCESS.

SC MAGAZINE RATING Clearswift’s Web Appliance provides a complete solution for policy controlled web
Features F*dkhkk security allowing you to exploit collaborative Web 2.0 technologies to grow your
Performance Fk ko business, while reducing costs and mitigating risks.
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Sapvort e The web appliance goes beyond simply keeping your network free of viruses,
‘u':frfcrmoney e spyware, and other inappropriate content including harmful executables. You

decide exactly what content flows, when and to whom. It lets you create secure
For Peer grouping provides centralised policies that enable collaboration, minimise risk and maintain productivity.

management. excellent anti-spam and

nr;l:]ihefhspﬂfmna"m.xmdwlw If you're concerned about data leaks via Facebook, webmail or similar sites — you
mmlﬁim policies initially look can still enable access, but simply prevent file uploads. YouTube may contain

complex. HTTFS scanning costs extra inappropriate content — you can still allow access, but only to authorised videos.
Verdlct A classy web content and emai With the Clearswift Web Appliance granular policies like these help you mitigate

security solution, well suited to SMBs

data loss, regulatory, legal and reputational risks.

KEY BENEFITS The intuitive and powerful User Interface means that administration tasks are

simplified reducing operational cost. Larger environments running multiple servers

Built in Anti-Virus gain benefits through built in multiple server management, policy definition and
Built in Anti-Spyware reporting

Built in URL database
Reporting as standard

Platform choice allows you to define how you want to buy and operate your
Central Management

Clearswift appliance. Either as a pre-packaged Dell server based system, or as a

HTTPS inspection .
VMware rez dy software download to deploy on your own hardware, or onto a Virtual platform
10GB Cache such as VMware.

“We needed to replace our previous web system and decided to try Clearswift’s Web Appliance and it has
been brilliant.”

Melanie Honey, ICT Server & Network Security

www.clearswift.com



Clearswift Web Appliance

Customers can mix and match their platforms to suit their deployment whether it’s a physical appliance for the primary
datacenter and a virtual appliance for the disaster recovery center, both machines can be connected together for seamless

management.

FEATURES

BENEFIT
POLICY

Flexible and granular policy construction

Easily define advanced policies to enable and allow Web 2.0 usage while minimizing risk.

Time and quota user web access rights

Define both times of day & total amount of time per day a user may browse the web.

Acceptable usages ‘inform’ pages

‘Inform pages’ highlight individual web usage is being monitored and is subject to company
policy.

Bi-directional anti-malware scanning

HYGIENE

Stops known and unknown malware infection, entering or leaving the network.

Bi-directional anti-spyware scanning

Stops spyware, adware, key loggers and spyware call homes, and identifies infected user
machines.

URL filter with Security Risk categories
included

Prevents access to high risk Malware, Phishing, Remote Proxy and Hacking sites.

Content-aware inspection

Stops executables, including ActiveX, being downloaded even when embedded in other file types/
containers.

True ‘binary file-type’ identification

CONTENT INSPECTION

Accurate identification of file types, embedded attachments and direction.

HTTPS inspection and port control

Full malware and content policy scanning control over HTTPS/SSL encrypted traffic.

Lexical and regular expression checking

Built-in, custom detection of common business terms including payment card industry (PCI),
personally identifiable information (PII) and other compliance terms to identify and stop data
losses.

Compliance dictionaries

Multi-language profanity and editable compliance dictionaries including GLBA, HIPAA, SEC, SOX,
PCI and PII to minimize reputational and terminology misuse risks.

Intuitive web-based interface

MANAGEMENT AND REPORTING

Ease of use and no requirement to learn complex syntax or Linux commands.

Pre-defined customizable reports

Easy to modify, run and share reports with interactive drilldowns.

Scheduled reporting

Allows create once, run and distribute many times report circulation via email.

Multi-appliance reporting

Consolidated reporting view of user’s activities for easier analysis and sharing of management
data.

Active Directory (AD) and LDAP integration

Full user-based policy control for flexible policy and audit reporting by group or individual.

Scheduled spyware reporting

Better control of spyware and the identification of user devices requiring remediation.

SNMP, SMTP Alerting

Facilitates ‘lights-out’ datacenter deployment as ‘issue’ alerts are raised automatically.

FTP back-up and restore

Scheduled and immediate back-ups of policy, data and logs for both auditing and restore
purposes.

Auto-updating security components

Maintains a high security posture, while reducing administration time.

Dell pre-built hardware appliance

DEPLOYMENT

Backed by Dell’s worldwide field service agents for onsite repair in the unlikely event of hardware
failure.

“Soft” Appliance

Allows you to chose your hardware platform from a wide range of supported servers from Dell,
IBM and HP.

Virtual Appliance

Production ready deployment in VMware ESX and ESXi for both production and disaster recovery
deployment.

Clearswift Global Support

Clearswift Global Support telephone
access numbers are:

Clearswift Global Support provides access to technical

support that covers all the components within our

solutions.

Clearswift Global Support is available as ‘Standard
Support’ on a 24x5 basis and as ‘Extended Support’,
for 24x7 service coverage.

APAC: +61 294241210

Germany: +49 (0)40 23 999 366 or 0800 1800 556
UK & Europe: +44 118 9038200

USA: +1 856.359.2170

www.clearswift.com




